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Abstract. Digitalization and related networked systems integration and automa-
tion have increased the performance of manufacturing. At the same time, the vul-
nerability of the systems has increased significantly as networks are potential tar-
gets for attacks to compromise companies. Therefore, the study focuses on the
functional design of cyber resiliency in cyber-physical production systems. To
support functionality while emphasizing the resilience of manufacturing systems,
Axiomatic Design is used as a design methodology for the concept design of a
cyber resiliency module. Based on functional requirements, design parameters
were decomposed and design guidelines for preparedness for cyberattacks were
provided. The guidelines were applied to a cyber-physical demonstrator that re-
alizes the Industrial Internet of Things with a digital twin. As a result, physi-
cal/virtual solutions for the system were found. Such an axiomatic design-based
approach allowed for studying solution-neutral functional requirements that re-
sulted in functional cyber resiliency solutions. The provided guidelines have
practical value in the planning phase of manufacturing system networks to in-
crease their long-term resiliency. This study fills the gap in the solution-neutral
design of cyber resiliency in manufacturing companies.

Keywords: Axiomatic Design, Cybersecurity, Resilience, Sustainable Manu-
facturing, Industry 4.0.

1 Introduction

In Cyber-Physical Production Systems (CPPS), cybersecurity is essentially important
as the machinery and its processes are vulnerable due to network integrations. In tradi-
tional manufacturing, the link between machinery is a human. In the age of the internet
of things, connectivity, remote control, and unidirectional data flow are enabled by vir-
tual networks. Compared with physical access, digital access and intrusion to the
shopfloor can be hidden, although the consequences may be even more harmful. In
recent years, many companies have been attacked by threat actors and suffered while
losing control over their digitally generated processes, workflow, sensitive customer
data, or trade secret data. Often cyberattacks are targeted at companies that in addition
to performance and credibility loss, must consider environmental impact [1].



The research aims to derive design guidelines for today's intelligent manufacturing
systems by decomposing and decoupling functional requirements (FRs) to derive the
most inevitable design parameters (DPs) for cybersecurity purposes. More specifically,
to find the concept DPs for CPPS to increase the level of resilience by applying an
Axiomatic Design (AD) [2] approach. The work is limited to cybersecurity functions
for preparedness for potential cyberattacks. It does not cover the avoidance of cyberat-
tacks.

The paper is organized as follows. Section 2 explains the theoretical background of
resilience, cybersecurity, and relevant AD studies. Thereafter, in section 3 the research
methodology AD decomposition and decoupling process is presented to derive design
guidelines for resilient CPPS on cybersecurity. Section 4 presents the decomposition
results used in the cyber-physical demonstrator. Finally, in section 5 the results are fur-
ther discussed, future perspectives found, and further research recommended.

2 Theoretical Background

2.1 Resilience and Disruptions

According to Gu et al. [3] resilience is the ability of a system to withstand potentially
high-impact disruptions, and it is characterized by the capability of the system to miti-
gate or absorb the impact of disruptions, and quickly recover to normal conditions. In
resilience, three main features and phases can be distinguished: absorption, adaptation,
and restoration [4]. In the absorption phase, disruptions or the impact of disruptions is
eliminated without loss in productivity. In the adaptation phase, the disruption has in-
fluenced production performance and adaptive changes are needed to restore produc-
tivity. According to the multi-criteria decision-making Analytic Hierarchy Process
analysis [5], the Penalty of Change (POC), proposed by Alexopoulos et al. [6], was
selected as the most practically usable resilience metric. It divides resilience into two
main components: the probability of changes and the cost of changes. The method of
POC originates from Chryssolouris and is calculated as follows [7][8]:

POC = X2, Pn(X,)Pr(X)) (1)

where D is the number of potential changes, Pn(Xi) is the penalty (cost) of the i-th
potential change and, Pr(Xi) is the probability of the i-th potential change to occur.

On a shop floor, disruptions can be internal such as product quality flaws or machine
failures [9], or external such as pandemics, natural disasters, shortage of materials,
cyberattacks, etc. [10] [11].

2.2 Cyber Resiliency

Cyberattacks are up-trending disruption sources. In addition to cyberattacks’ probabil-
ity to occur, also their influence has increased significantly. In the year 2022, the aver-
age ransom payment for cyber criminals to decrypt the hijacked data increased by
nearly to 1 million $ [12]. Ransomware is just one type of malware. The other three
most common types of malwares are viruses, worms, and Trojan horses. Malware’s



main goal is to get the payload delivered and installed in the victim’s system. This
enables a variety of network-related remote attacks to be taken.

In addition to overall resilience in manufacturing, CPPS are focusing on cyber resil-
iency. Cyber resiliency is the ability to anticipate, withstand, recover from, and adapt
to adverse conditions, stresses, attacks, or compromises on systems that use or are en-
abled by cyber resources [13]. For cyber physical systems’ cyber resiliency, Haque et
al. [14] proposed a metric and related simulation method to automate the resilience
assessment process. From a cyber resiliency perspective at the industry level, critical
infrastructure-related industries have been in research focus such as the oil and gas in-
dustry [15] and power plants [16]. In the manufacturing field, cyber resiliency is mainly
studied regarding additive manufacturing. Medwed et al. [17] describe the system to
provide self-monitoring for IoT devices to increase their cyber resilience. Rahman et
al. [18] developed an index of cyber resilience for the additive manufacturing supply
chain, while Durling et al. [19] analyzed the cyber threats to additive manufacturing
system security.

2.3 AD for Systems Design in Manufacturing

AD is a methodology used for systems engineering and the design of complex systems.
The main pillars of AD are Suh’s axioms [2]: (i) maintain the independence of the FRs
and (ii) minimize the information content. The central idea of the AD is to concentrate
on FRs and remain solution neutral, meaning openness for all possible solutions and
technologies, rather than proposing modifications for existing solutions. The main
problem (customer need) is translated in a technical language in form of a functional
requirement and decomposed into multi-level FRs and corresponding design guidelines
as DPs are found. The design matrix connects FR vectors with associated DP vectors
(Eq. 2) [20]. Whereby, FRs must be collectively exhaustive with respect to a higher
level and mutually exclusive at the same level (having no overlapping nor redundancy).
The goal is to reach uncoupled or at least decoupled design matrixes. In the uncoupled
matrix, the DPs are independent of each other and provide more freedom. Coupled ma-
trixes must be avoided. Decoupled matrixes are allowed, but the implementation of
design guidelines needs to follow a certain sequence in this case. The design matrix can
be described as follows:

{FRs} = [A[{DPs} 2

where FRs are functional requirements, DPs are design parameters and A indicates the
effect of changes of the DPs on the FRs.

Cochran et al. [21] used AD and a lean approach in manufacturing system design
decomposition and provided design guidelines that are suitable for a wide variety of
manufacturing systems. Later, the lean approach was extended with a sustainability
view [22]. Matt et al. [23] proposed DPs for the design of scalable modular manufac-
turing systems. In addition, the specific parts of manufacturing systems have been stud-
ied more deeply using AD approach. Vickery et al. [24] focused on smart data analytics
in manufacturing SMEs. Manufacturing systems design studies in AD approach mainly
consider productivity and neglect the importance of long-term resilience. No AD



approach for resilience and especially for cybersecurity requirements decomposition in
manufacturing was found in the literature.

3 Resilient CPPS Design Decomposition for Cybersecurity

To increase resilience in manufacturing, the AD methodology was used to derive con-
ceptual DPs for CPPS planning. FRs, FRs metrics and corresponding DPs were
mapped. Design matrices were used to check DPs independency. POC resilience metric
was used as a support for the highest-level DP decomposition. The decomposition was
finalized in three upper levels. From the fourth level, only minimizing the cost caused
by cyberattacks was investigated in this work.

3.1  First Three Levels Decomposition of Resilient CPPS

As during last years, manufacturing companies have suffered due to the hectic external
environment, the long-term performance measure resilience was taken into focus as a
customer need. According to customer need, FRO as the highest-level functional re-
quirement was defined as “Increase the resilience in CPPS” (Fig. 1). The metric POC
was selected for measuring the goal as it considers the strong booster - economic impact
of disruptions and related changes. The second reason was the practical usability of the
metric. DPO as the highest-level DP was thus defined “Resilient manufacturing sys-
tem”.

Considering the POC components (probability of the potential change to occur and
penalty/cost of the potential change), the first level FRs were defined similarly (mini-
mize the need for changes and minimize the cost of change caused by disruptions).
From a manufacturing perspective, the cost (time) of change is influenced by prepared-
ness for potential changes and their on-time discovery. Preparation means the ability
for rapid and anticipated changes. The probability component is related to minimizing
the occurrence of disruptions or even avoidance of them. Therefore, the first level pa-
rameters were found avoidance (DP1) and preparedness (DP2) for disruptions and their
caused changes. In theory, if bringing one of these two components to zero, the other
component could be neglected to observe. In practice, it is not possible to completely
control the inputs to the system nor be aware of all possible changes a disruption can
cause.

In the second level, both branches were divided between internal and external dis-
ruptions as they have different behavior. Internal disruptions are more predictable, and
their occurrence is highly influenceable, while the causes of external disruptions are
often out of manufacturers’ reach. Thus, to avoidance of disruptions occurrence, there
is a need for responsible (DP1.1) and quality manufacturing (DP1.2). For preparedness,
the most influenceable external (DP2.1) and most influenceable internal disruptions
(machine faults) (DP2.2) must be considered. As the range of possible disruptions is
not limited, focusing on the most influenceable ones provides the best results.

In the third level, focusing on the specific system modules takes place. From this
level, we continue only with FR to minimize the cost caused by cyberattacks.
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Fig. 1. Main branches of the design decomposition of resilient manufacturing systems.



3.2 Cybersecurity Decomposition

Recently, virtual networks have become one of the most vulnerable systems of the com-
pany. Protecting them against external disruptions (attacks) is more complex compared
with physical resources. To minimize the cost caused by potential cyberattacks, prepa-
ration is essential. Most of the cybersecurity mitigation measures must be executed be-
fore the attack to minimize the spatial and temporal reach of the attack. This allows for
minimizing the cost of changes for virtual networks and entities in these networks. Cy-
bersecurity branch decomposition provides DPs to execute the preparation measures
for virtual networks (Fig. 2).

FR2.1.5: Minimize the cost
caused by cyberattacks
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Fig. 2. Decomposition of the cybersecurity branch.

Preparedness for cyberattacks. Preparedness and mitigation measures for cyber-at-
tacks consist of three main components: minimizing the reach of an attack, controlling
the accessibility to the network, and maintaining the knowledge of the full network
structure. Network segmentation (DP2.1.5.1) stands for dividing the network into
smaller parts to limit the dimension of consequences of unauthorized access. The net-
work tracking system (DP2.1.5.2) enables tracking suspicious events, related parties,
and data packages sent and received. Network mapping tools (DP2.1.5.3) help to re-
main an awareness of large network structures and their relationships. Network seg-
mentation is the prior activity for network mapping and enabling full network control

as it defines the structure of the network. Therefore, the DPs are partly decoupled (Eq.
3).



FR2.1.5.1 X 0 0](DP2.1.5.1
FR2.1.5.2;=|X X 0(yDP2.1.5.2 3)
FR2.1.5.3 X 0 XI\DP2.1.5.3

Network segmentation. Segmentation can be realized for network entities (devices
and machinery) and processes executed in the network. The network segmentation for
its entities forms password-protected granular sub-networks (DP2.1.5.1.1) to reduce
affectable devices in case of cyberattacks. It enables continued manufacturing of de-
vices in other segments. Segmentation areas can be compared with physical spaces
(shop floors). If one of the spaces is physically attacked, it does not affect the condition
of the other spaces. In the same way for processes, distributed micro-services
(DP2.1.5.1.2) allow controlling only small particles of the operations. In this way, un-
authorized access can only receive limited control over the process. Granular sub-net-
works and distributed micro-services design matrix is uncoupled (Eq. 4).

FR2.1.5.1.1 _|X 0|fDP2.1.5.1.1
{ J=lo xll )

FR2.1.5.1.2 DP2.1.5.1.2 “)

Network tracking system. The network tracking system’s purpose is to control user
rights and monitor network traffic. The users can be managed through the authentica-
tion process that controls access to the network. Authentication can be realized by using
methods such as username and password combination checks, token cards, and chal-
lenges with response questions. Authorization services determine which network re-
sources the user can access and which operations the user is allowed to perform. Ac-
counting stands for monitoring of network traffic. Thus, it tracks who and how the net-
work resources are used. It records the access time and changes made in the network.
The prior process is the user’s authentication to enable authorization and accounting,
therefore the DPs are partly decoupled (Eq. 5).

FR2.1.5.2.1 X 0 0|(DbP2.1.5.2.1
FR2.1522¢=|X X 0(yDP2.1.5.2.2 (5)
FR2.1.5.2.3 X 0 XI\DP2.1.5.2.3

Accounting. From the network traffic monitoring perspective, the characteristics are
the length of historical traffic data (DP2.1.5.2.3.1), the density of data points
(DP2.1.5.2.3.2), and the completeness of the data that is recorded (DP2.1.5.2.3.3). His-
torical data of the traffic is beneficial to preserve as a new more advanced type of scan-
ning method may disclose old attacks that were undiscovered. In the first phase, the
threat actor establishes access to the system, gathers the data and may search for options
for expanding its access area. The culmination of any attacks often arrives in later
phases such as encryption of the data to request a ransom. Therefore, a high-capacity
database is a prerequisite for high sampling frequency and deep packet inspection,
which outcomes in the partly decoupled relationship between sixth-level DPs (Eq. 6).
Sampling frequency becomes important if the collected data is not event log based, but
real-time monitored. Different network monitoring tools provide packet inspection at
various scales. Some tools provide only access time, the accessed user, visitors’ IP



address, and the type of transferred data. In a network monitoring system, there could
be distinguished various data modules such as network traffic, network flows, system
logs, endpoint data, threat intelligence feed, security events, etc. Deep packet inspection
enables the identification of exact data packets that were transferred and provides ac-
cess to their content.

FR2.1.5.2.3.1 X 0 0|(DP2.15.231
FR2.15232;=|X X 0|yDP2.1.5.2.3.2 6)
FR2.1.5.2.3.3 X 0 XI\DP215.233

4 Application Use Case: Cyberattacks Prevention Solutions for
Cyber-Physical Demonstrator

According to AD-based decomposition of minimizing the cost caused by cyberattacks
in resilient CPPS, the conceptual DPs were found in section 3. Based on the conceptual
DPs the physical and virtual solutions (Table 1) were found for the cyber-physical de-
monstrator in the learning factory ‘Smart Mini Factory’ at the Free University of Bo-
zen-Bolzano.

The demonstrator consists of the following physical entities (see Fig. 3): a Montrac
transfer line with three shuttles for transportation; a warehouse rack; a Universal Robot
URI10 collaborative robotic arm for loading components and products from the ware-
house to shuttles and manual workstation; a 3D-printer; a manual workstation with dig-
ital assistance system; and an Omron Adept Quattro fixed robot for servicing the 3D-
printer. All the entities have IoT functionality which allows them to communicate with
each other through the uniform communication system. Input for decision support sys-
tem is provided by other virtual network entities: enterprise resource planning system,
database, analytics, and simulation. The human worker in the manual workstation is in
the loop of a production process. Nevertheless, manual workstation servicing processes
will be executed automatically (servicing with physical components and providing step-
by-step digital work instructions). The transfer line allows to the addition of up to seven
workstations, which makes the demonstrator extendable.

Table 1. The physical and virtual solutions for minimizing the cost caused by cyberattacks.

Design parame- Conceptual design Physical/virtual solution

ters area parameter

Network segmen- | Granular subnetworks Endian 4i Edge X gateway network seg-

tation mentation module
D1.str1bute§1 Recognized functions of field level entities
microservices

Network tracking | Authentication Endian server Switchboard (multi-factor au-
Authorization thentication and authorization)
High-capacity database Relational SQL database
High sampling frequency

- - Endian intrusion detection system
Deep packet inspection

Network mapping | Network mapping tool Endian Network Awareness application




4.1 Network Segmentation

Network segmentation aim is to limit the potentially harmed area in the network if a
threat actor should get access to the system. It can be limited by separating connected
devices by the creation of multiple access-protected networks. One option to establish
it is to use several gateways to physically separate the networks. Virtual segmentation
allows using a single gateway that separates the gateway-connected devices into sepa-
rate networks. For the demonstrator, the Endian 4i Edge X gateway was selected that
supports virtual segmentation.

The second option for limiting the access area is limiting the reach of the machine-
related processes. It could be implemented by dividing the services that field level en-
tities provide into smaller parts. In this way, a threat actor cannot take over the full
macro-services. For instance, the macro-service “Bring the finished products from the
work station (WS) to the warehouse” can be divided into multiple micro-services such
as “Check available bins in the warehouse”, “Select and book the bin in the warehouse”,
“Choose the optimal transportation unit”, “Bring the transportation unit to the WS”,
“Pick the finished products from the WS”, “Place the products on the transportation
unit”, “Choose the optimal path to the warehouse”, etc. Micro-services can be realized
due to frequent communication between Python script supported IoT devices and deci-
sion support system.

4.2  Network Tracking System

Remote access to the network, provided by Endian switchboard (server), is authenti-
cated by username and password. Additionally, device type recognition can be added
for authorization. The switchboard also provides permission management based on us-
ers and device types. Therefore, different users can access previously defined areas
only. It provides access to the network, data aggregation and customizable dashboards
for data visualization.

High-capacity database, high sampling frequency, and deep packet inspection pro-
vide additional functionality to support network tracking and accounting. A relational
SQL database will be used to store network tracking data. Traditional hard drive or
solid-state drive hosted databases such as PostgreSQL and SQLite are preferred over
“in-cache” database such as Redis.

Zero-trust architecture for remote networks is complemented with intrusion detec-
tion system. Intrusion detection system is seen as a sensor, that detects abnormal activ-
ities in network. It works based on rules that trigger security alerts. It covers the func-
tion deep packet inspection in real-time traffic monitoring and inspection. The data ac-
quisition frequency is based on events occurrence frequency in the network. Therefore,
in this case, intrusion detection system also covers high sampling frequency function.
The selected solution is Endian intrusion detection system as it connects smoothly with
the system. For instance, the system provides transmission control protocol window
scaling, support for untagged virtual local area network traffic, bonding mode configu-
ration in the web user interface, and support for dynamic host configuration protocol
relay. Alternative software options for deep packet inspection are network protocol an-
alyzer Wireshark and data-network packet analyzer tcpdump.
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4.3  Network Mapping

Network mapping is the visual representation of the connectivity between intercon-
nected devices. It facilitates network connectivity management and enables to detection
of all connected devices. It provides maintenance for IT infrastructure.

For network mapping, the Endian Network Awareness application with graphical
user interface was selected. It provides real-time network bandwidth information with
top applications in use on the network, identification of top network activities and flows
(for eliminate devices or applications creating bottlenecks and enables to see historical
network mapping history. The alternative non-Endian options could be Nmap, Libre
NMS and NetworkMaps.

Omron Adept Quattro
robot control unit: list
of MSs

3

warehouse

Transfer
line control

| — ] - —
L unit: list of 3D-printer
ety control

MSs
unit: list of
MSs

shuttle

UR10 robot
control unit: [«
list of MSs

— «
>

» Gateway (including segmentation, IDS
and Network Awareness applications)

Fig. 3. Application of design guidelines in a cyber-physical demonstrator. DB — database, ERP
— enterprise resource planning, DSS — decision support system, WS — workstation, UR — Uni-
versal Robot, MSs — microservices, IDS — intrusion detection system.

5 Discussion

AD theory was applied to increase the level of resilience in CPPS. The conceptual DPs
of cybersecurity functions for preparedness for potential cyberattacks were derived.
The DPs were applied to the Industrial Internet of Things and digital twin supported
cyber-physical demonstrator. Based on this, physical and virtual solutions for the de-
monstrator were found.

The provided concept DPs have practical value not only for CPPS but also for tradi-
tional manufacturing systems that use virtual networks in their processes. The derived
parameters facilitate in the planning phase of manufacturing system networks to in-
crease their long-term resiliency. This study filled the gap in the solution-neutral design
of cyber resiliency in manufacturing companies.
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The current research focused on preparedness for disruptions in cyberattacks aspect.
The other side of cyber resiliency is minimization and avoidance of the occurrence of
the attack which needs further research. Additionally, the other branches (Fig. 1) need
further decomposition to derive specific concept DPs from the CPPS resilience per-
spective.
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